TheNextStepinBackupand RestoreTechnology

Intr oduction

Every advanced computer site must pr otect its data thr ough some kind of backup mechanism. The data must be pr otected fr om thr ee kinds of loss: media loss (i.e., disk failur e), user err or (e.g., accidental r emoval), and catastr ophe (e.g., a tornado destr oys the entir e building). Note that solutions such as disk arrays mitigate only one kind of data loss. Thus, backup is a way of life for anyone using computers in their business or operation. System administrators and pur chasing decision-makers must include the str ength of backup as part of their system softwar e evaluation.

Unfortunately , the classic UNIX backup pr ograms based on Berkeley (BSD), USL (System V) or OSF system softwar e seem to suf fer from a common set of problems. These include:

• Inability to work corr ectly with data while in use (i.e., r equir ed offline

backups ar e intr usive to users)

• Requir ements for extensive operator intervention • Lack of a good catalog of which files ar e on which tapes • Poor end-of-media handling • Slow backup speed • Very slow file location on r estor e • Slow restor e speed • Tape management • Inability to sequence automatically thr ough several local and r emote

data sets

• Cumbersome management of multiple tape drives, local and r emote

Third party vendors (including Legato, T ransAr c, Delta Micr osystems, General Atomics, and others) have addr essed some of these pr oblems, but none has been able to solve all of them.

This paper describes the SunSoft Online: Backup system that attacks and solves these pr oblems.

An Analysis of the Requir ements

Requirements for Backing up File Systems

The backup pr ogram is the heart of a backup system. Whether one uses “ufsdump” (known befor e Solaris 2.0 as “dump”), “tar ,” “cpio,” “bar” or some other pr ogram, the goals ar e similar: copy a set of files (or an entir e partition) to a backup medium in hopes that the files can later be r ead back if needed.

One major pr oblem with backup pr ograms, however , is that without kernel support (or a new file system), ensuring the validity of a backup tape is a difficult matter indeed. In fact, analyzing the behavior of a backup system when pr esented with moving subtr ees inside the file system str uctur e often exposes pr oblems of safety . The popular “ufsdump” pr ogram, when r un with a file system mounted, can get into tr ouble when inodes contain a dir ectory when the first scan occurs but ar e re-used in the interim and become r egular files. It can pr oduce a tape which is unr eadable by ufsr estor e.

Of course, all online systems must contend with files being written pr ecisely while they ar e being backed up. T ransAr c’s Andrew File System pr oduct solves this pr oblem by cr eating copy-on-write inodes — but this r equir es that an entir e new file system be used on your disks. Otherwise, backup pr ograms do they best they can, sometimes warning the operator when a file was modified during backup, sometimes silently failing.

The above r emarks ar e not as a tirade against br eaking the r ules and r unning traditional “ufsdump” pr ogram while file systems ar e mounted. The probability of some of these kinds of failur es is very small — nonzer o, but small. The risk is often acceptable when weighed against the cost of file systems being unavailable (often for hours). Some sites have used ufsdump in online mode without noting any pr oblems; others have occasionally bitten by taking the chance.

At any rate, it is important to make certain pr omises about the quality of backup tapes pr oduced. Pr ograms with str onger guarantees (e.g., “never creates a tape which can’t be r estor ed,’’ “always copies every file that is on disk when the backup began’ ’) are mor e desirable than those with weaker guarantees (“always cr eates a tape’ ’).

Another pr oblem seen too often in the world of backup pr ograms is speed (or lack of it). Some backup pr ograms r un as slowly as a few tens of kilobytes per second — certainly too slow in a world of multiple gigabyte disk systems. While af fordable 9-track tapes have ranged fr om 450KB/sec to 750KB/sec in speed, the capacity of 9-track tapes is rapidly falling behind other peripherals, especially in light of the fr equency of operator invention r equir ed to change tapes.

Speed and Throughput Issues

Exabyte 8200 drives can achieve sustained thr oughput of just under 250KB/sec — slower than 9-tracks but with a 2+GB capacity . The new Exabyte 8500 drive runs twice as fast and has double the capacity — thus af fording r elatively intervention-fr ee backups. Sites with 10GB of storage that desir e intervention free backups can pr obably af ford two drives. New compr ession devices claim compr ession rations that range fr om 2 to 5 — thus extending the capacity of a single high-density drive to between 10GB and 25GB (with concomitantly higher ef fective transfer rates). The backup softwar e should, of course, be able to drive these devices at high speed.

Optical disks and quarter -inch tapes ar e two other backup media in use — but they’re relatively slow when contrasted with 9-track drives. A backup program should be able to exploit 500KB/second drives in or der to perform full backups on a 12GB disk system in eight hours or so (four hours if one has two 8mm drives).

What a New Backup Program Should Support

A new backup pr ogram should also keep catalog of files it backs up. Furthermor e, the backup system should include a means to sequence thr ough local and r emote partitions (see the section on the “sequencer ,” below).

Additionally , a new backup pr ogram should support label verification to reduce operator err or and data loss associated with mounting incorr ect tapes. Of course, pr oducing tapes that ar e backwar d compatible with the old ufsdump pr ogram would be a definite plus.

A new backup pr ogram should also r educe operator intervention by recognizing and dealing corr ectly with end-of-media marks. The curr ent ufsdump pr ogram r elies on knowledge about tape length in or der to know when to change tapes. A pr ogram which corr ectly recognized end-of-media could, in fact, enable packing many file systems onto a single tape.

Any r edesign of the ufsdump pr ogram should investigate implementation of other “niceties” that users have r equested for many years: mail notification in case of err ors, tr ue incr emental backups, and automatic device switchover . Furthermor e, some sites r equest support for “parallel backups” in which two independent sets (fulls and incr ementals) of backups ar e interleaved in time (i.e., on alternate days). This insulates a site against loss of data due to backup media failur e. Support for this option r equir es a new backup pr ogram to be able to use dif ferent “dumpdates” files.

Requirements for Restoring Files

The UNIX “ufsr estor e” program interface is notoriously poor . While backup tapes have an index pr eceding their data, tar tapes (and others) must be r ead completely to learn their contents.

A good backup system will support a catalog that is updated by each ackup session. Users should be able to per use the catalog (using the familiar “cd” and “ls” commands) in or der to locate versions of backed-up files and r equest their retrieval. Operators should intervene only to the extent r equir ed by security . Of course, the backup catalog must also pr otect against users seeing filenames they ar e not normally able to see.

While it is clear that users should be able to see information about files that is normally given by the “ls” or “ls -algs” commands, the question arises: How many versions of a file should a user see? The answer to the question should include enabling the user to:

• See the file system as it existed at any point in time • See all versions of a given file • See files back to the most r ecent level 0 backup • See files all the way back to the first backup ever

Specifying what to r estor e (files, dir ectories, an entir e hierar chy) should be also simple and intuitive.

Another significant pr oblem with ufsr estor e is its speed. Many systems see a restor e speed of eight hours per gigabyte of disk. This is intolerably slow — especially since situations which r equir e large restor es are precisely those in which users want to get back online quickly .

Why ar e ufsr estor e and its br ethr en so slow? It’s those synchr onous writes. The operating system likes to make absolutely sur e that file systems ar e not corrupted badly when a machine crashes and all the data stor ed in its memory are lost. The kernel car efully ensur es that data fr om dir ectory operations (like “create a file’’) is physically transferr ed to disk befor e other operations proceed. It is this synchr ony that slows ufsr estor e.

Providing a per -file-system switch to disable this security featur e (and incr ease the pr obability of totally scrambled disks after a crash) is certainly acceptable in the world of full r estor es. Since data transfer rates appear to incr ease by a factor of about four; r estarting r estor es from scratch after the occasional crash still results in no net loss of time.

Requirements for Simple Tape Management

Avoiding the overwriting of tapes is especially important for backups. A simple tape management system that utilizes even as simple an appr oach as the label field in backup headers would be a dramatic impr ovement. Augmenting it with a small database to keep track of expiration dates would help even mor e by automating the choice of “which backup tape(s) to use today .’’

Requirements for Backup Sequencing

Even novice system administrators r egularly cr eate customized pr ograms and procedur es for performing backups. These pr ograms ar e usually simple shell scripts, awk scripts, or C code.

The scripts sequence the backups, r emind the operator what’s going on, and sometimes spr ead the workload of full backups thr oughout the week. Some of the mor e sophisticated softwar e attempts to perform low level tape management. Other administrators use tape drives (or other secondary storage devices) hosted by other machines (e.g., IBM 370 series machines) and r ely on their tape management.

The scripts attack a well-defined (and commonly known) set of pr oblems. They attempt to:

• Minimize operator intervention. It is much easier for an operator or

administrator to spend ten contiguous minutes setting up a backup than ten minutes spent one minute at a time walking to the machine r oom, changing a tape, labeling a tape, and r e-starting the backup pr ocess.

• Sequence thr ough file systems automatically . The ufsdump pr ogram is

not particularly good at this without assistance.

• Sequence thr ough tapes (and tape drives) automatically . Few curr ently

available pr ograms can save files acr oss tapes with corr ect end-of-media handling.

• Automate (wher e possible) tape handling and labeling. Overwriting a

backup tape is one of the easiest ways to lose data. Good backup systems attempt to guarantee that some minimal number of r ecent backups is saved and that backup sets have a minimal lifetime befor e they ar e recycled.

• Be simple and understandable. Complex schemes — particularly in multi-

administrator envir onments — can be err or-prone (in envir onments wher e errors ar e least tolerable).

• Support the “r emote backup user” security model so that clients do not

requir e root access on servers in or der to use the servers’ tape drives, and servers do not r equir e root access on clients to backup the clients’ file systems.

Some scripts go so far as to attack the pr oblem of choosing tapes to stor e off-site. This is a dif ficult pr oblem when, for instance, tapes contain many different backup sets.

Supplying a pr ogram to ease setup and backing up file systems is desirable for installations of all sizes. New sites (pr esumably with novice administrators) will benefit fr om dramatically eased installation and configuration. Sophisticated sites can exploit a good execution system to ensur e that their backup r equir ements ar e met.

Attempting to cr eate a single pr ogram that encompasses all the functionality of the hundr eds of scripts in the world is extr emely dif ficult. Nevertheless, it is important to be able to configur e the softwar e to emulate the most popular schemes. The richness of configuration options leads to high flexibility — and high complexity . This means that setting up the configurations becomes an error pr one or dif ficult pr ocess in itself.

Requirements for Network Support

Of course all the above r equir ements should work in a networked envir onment with file systems and tape drives spr ead thr oughout a network. Additionally , operators should be able to interact with all the components of an integrated backup system fr om anywher e within the network.

The Next Step — Online: Backup

Online: Backup enhances the ufsdump and ufsr estor e programs (called “hsmdump” and “hsmr estor e”) in addition to pr oviding thr ee components which pr ovide an easy-to-configur e, easy-to-r un, and r eliable system for backing up a site’s file systems. These components include a configurator , a sequencer , and a catalog.

The sequencer interpr ets configuration files cr eated by the configurator . It deduces parameters with which to invoke the hsmdump pr ogram and then iterates those invocations (potentially both locally and r emotely) to save a site’s files. The sequencer is extr emely r obust and knows how to sequence backups in the face of crashes, holidays, and unknown (fr equent or occasional) invocations.

The configurator r uns once to set up each configuration file and then later may run in edit mode as configurations change (e.g., adding a new disk or a new diskful system). The configurator pr esents a simple set of choices that administrators easily discern.

Online: Backup keeps a catalog of backed up files and information about them. The “hsmdump” pr ogram updates the catalog; the “r ecover” pr ogram r eads the catalog and pr ovides users with a hierar chical view of all backed up files.

The Sequencer

The sequencer r uns on a machine which may have several configuration files (one for each set of backups to be performed in a single gr oup). Each configuration file uses its own “dumpdates” file. The file systems to be backed up need not be mounted on the machine on which the sequencer r uns though network communications must connect the machines. One can r un as many sequencers as desir ed, but one copy of each configuration file concurr ently. It may be advantageous for sites owning multiple backup devices (e.g., two Exabyte drives or stackers) to split their backup chor es into two backup sets in order to maximize use of the drives.

The sequencer not only interpr ets these configuration files but also interacts with the tape database. The backup pr ogram itself knows how to verify tape labels and cr eate new tape labels (using information supplied thr ough command line ar guments and potentially thr ough a data file cr eated for this purpose).

The sequencer also keeps complete logs of its activity so that administrators can gain confidence that backups ar e being performed as expected. The logs reside in the /var/opt/SUNWhsm/dumplog dir ectory and include: tape request messages, all dump output, tape usage information, and err or information. A typical site will see 5KB-50KB of data logged daily . Each message includes the date, time, machine, and configuration file that was running to generate the log message.

As one would expect, the sequencer performs both full and incr emental backups. The sequencer , the backup pr ogram, and the file catalog support a switch that specifies tr ue incr ementals (“files changed since most r ecent of any level 0-9 dump’ ’) rather than the standar d level 9 incr emental: “any files changed since the most r ecent of any level 0-8 dump.’ ’

The sequencer supports cyclical backup schemes (using the level numbers of the standar d dump pr ogram). These ar e typified by a daily sequence like “05555” which means: on Monday (which is to say “the first day”), do a full backup, then on T uesday , Wednesday , Thursday , and Friday perform level 5 incrementals. Some file systems in a backup set may use a “50555” or “55550” cyclical backup in or der to spr ead the full-backup load acr oss dif ferent days (“staggering”).

A mor e complex cyclical backup scheme includes one very similar to Epoch’s baseline backup: “08888588885888858888.” In this scheme, a full backup is performed only every four weeks (every 20 invocations, that is). Daily incrementals and weekly “super -incrementals” follow the full backup. Extending the sequence incr eases the full-backup interval — not necessarily advisable since susceptibility to tape err ors and data loss is incr eased.

The configuration and sequencer pr ograms r un without knowledge of the precise frequency that backups ar e to be performed. Knowledge of holidays is complex and r equir es operator intervention. This configuration file design obviates the need to know anything other than “this pr ogram is being r un today and should perform the next backups in sequence.”

tapelib tape data
dumpmach index
dumpdevs /dev/rmt/0bn fred:/dev/rmt /0bn
block 64
tapesup 2
notify kolstad
rdevuser rdev
longplay
cron 0 200 1600 0 0 1 1 1 0 1 0 1 0 1 0 0
0

# level multiple days min available
keep 0 1 15 3
keep 0 26 -1 3
keep 5 1 5 3

mastercycle 00014
fullcycle 00001 -/ >0555555555
fullcycle 00001 -/user >5055555555
fullcycle 00001 -/mnt >5505555555
fullcycle 00001 -/usr2 >5550555555

Figure 1

Sequencer Configuration File

Figur e 1 depicts a sample backup configuration file. Her e’s how it works:

• Blank lines and comments pr eceded by “#” ar e ignor ed. • The “tapelib” parameter names the tape library to use. See the section below

on tape libraries.

• The “dumpmach” tells which machine owns the online catalog of backed up

files. This can be the local machine or a r emote machine.

• The “dumpdevs” line has a white-space separated list of tape devices to use.

This list should be homogeneous in type (e.g., all 9-track tapes or all Exabyte tapes).

• The “block” line specifies the block size that backup should use. • The “tapesup” keywor d specifies the default number of tapes to “plan

ahead” for potential use. This number of tapes will be “r eserved” (for 23 hours) in the tape library each time the sequencer is invoked. The operator is informed which tapes ar e reserved and hence will be used as the backup session pr ogresses.

• The “rdevuser” line specifies which user should be used as the login user of

choice so that clients do not r equir e root access on servers in or der to use the servers’ tape drives, and servers do not r equir e root access on clients to back up the clients’ file systems.

• The “longplay” specification indicates that tapes will be left in the drive

between successive invocations of the sequencer (thus r educing operator intervention even mor e, since tapes need only be changed every several days instead of daily).

• The “cron” line contains all of the data “dumped,” the dump configuration

editor , needs to enable and disable automatic backups thr ough cr ontab entries. (This line is not intended to be human-r eadable.)

The next section describes how long to keep backup tapes befor e they are reused. Each “keep” line has four fields besides its keywor d: the level described by this line, the “multiple,” the minimum number of days to keep this kind of tape tape, and the minimum number of this kind of tape to keep on the shelf befor e being r eused. The “multiple” works like this: every backup has a “fullcycle” number (0 for the first time thr ough the list of file systems, 1 for the second, 2 for the thir d, and so on). When the “fullcycle” number is a multiple of the number in the second column, then that particular column applies. A multiple of 1 r epresents every backup; a multiple of 2 r epresents every other backup, and so on.

Of course every backup tape “fullcycle number” is a multiple of 1. The sequencer figur es the most r estrictive set of “keep” criteria for any given tape (so each 26th tape is kept a long time, even though the “fullcycle” number is a multiple of 1 in addition to 26).

Finally, the last lines describe not only the scheme to be used for backing up the file systems but also contain state information about curr ent and r ecent backups.

The “master cycle” line tells how many times the sequencer has completely traversed this particular backup set. Its initial value is 0. Additionally , the tape database keys expiration dates of f both the date and the “master cycle” number . It calculates the longest sequence of tapes that can intervene befor e, say, three copies of a level 5 incr emental. Adding this length to the master cycle number gives an upper bound of a “safe” expiration cycle for tapes in the database.

Each subsequent line contains information on file systems to be dumped:

• The keywor d “fullcycle” • The number of times this particular file system has completed a full backup • A +, -, or * with the following interpr etations: + means this file system has

been dumped during this cycle; - means it hasn’t; * means a backup was attempted but failed

• The name of the disk device to back up (potentially including a machine

name to indicate r emote backups)

• A sequence of digits (including x for tr ue incr emental) indicating backup

levels

• An indicator (“>”) that shows the NEXT backup to be performed on this file

system; it is advanced at the same time the “-” changes to a “+” in a given master cycle and r esets to the beginning of the level sequence befor e pointing to the newline

The sequencer traverses the backup set using the configuration information to format backup commands and execute them. It updates the configuration file in place by moving the indicator (“>”) to show which is the next backup to perform and changing the “-” to a “+” (or “*” in the case of failur e).

This sequencing scheme has several inter esting pr operties:

• No knowledge of holidays or other service interr uptions is r equir ed • No knowledge of fr equency of execution is necessary: the sequencer always

does “the next right thing”

• Crash behavior is quite benign. Sequencing r esumes wher e it left of f

(potentially backing up a partition twice)

• It is simple to understand and implement • It is easily extensible to “parallel backup sets” in which two sets of

dumpdates files and sequences ar e used to incr ease r esiliency in the face of tape loss

Configuration

The “dumpconfig” pr ogram asks the user a few simple questions and sets up a basic initial configuration. This initial configuration can then be modified with the curses-based editor , “dumped.” The “dumpconfig” pr ogram itself takes only a couple of minutes to r un. The user is then (if he or she chooses) placed in “dumped” to add r emote file systems, other tape drives (local or r emote), set-up automatic backup execution, or to adjust any of several other parameters as needed.

In order to make “dumped” useful for both the novice and the experienced system administrator , it has an expert mode which may be toggled on and of f. When initially started, “dumped” has expert mode turned of f, and only the most commonly used options ar e presented. For the experienced individual with special backup needs, switching to expert mode pr ovides all of the featur e-rich flexibility of the pr oduct.

Tape Management

Both the “hsmdump” pr ogram and the sequencer know how to manipulate named tapes in a r udimentary way . Falling far short of the pr otection and inter changeability af forded by ANSI labeled tapes, the tape library nevertheless ensur es that tapes ar e not used befor e their expiration date has elapsed and that tapes ar e not inadvertently overwritten because of a tape selection or mounting err or.

After tapes ar e initially used (and the labels ar e written), no maintenance is requir ed.

Disaster Recovery

Once catastr ophe strikes, it is important to be able to r ecover an entir e file system hierar chy — even if the catalog of files (with the names of the tapes upon which they ar e kept) is lost.

To cope with this potential pr oblem, “dumpex” copies tape library information from the database as the last backup each time “dumpex” is invoked. The tape name and file number is mailed to the notification list. Administrators ar e additionally encouraged to keep the “last tape written” in a special place (until a new tape r eplaces it). This way , the tape is easily found.

A recovery pr ogram r eads the tape and instr ucts an administrator with the sequence of tapes to load and pr ograms to r un to r ecover the entir e database. Once the database is r ecover ed, file r ecovery is simple.

Security Issues

Security issues for any backup system r evolve ar ound access to tapes and tape drives. Access to a tape implies access to any backed up file on that tape, hence invalidating any security notion. Access to tape drives is often a weak point, since backup tapes may be left on the drive after a backup is complete. Obviously , physical access to tapes invalidates security for a site.

In the catalog of backed up files, viewing of filenames is r estricted by file permissions, just like UFS file system. Users only see the catalog for the machine upon which they ar e executing (thus avoiding impersonation problems).

In the world of network security , Online: Backup does not use encrypted data, and thus is vulnerable to pr ograms which use the network interface tap. Spoofing (i.e., of the operator monitor) is quite possible. No special user authentication is performed; secur e RPC is not used.

Online: Backup Limitations

Highly secur e customers (e.g., C-2 kernels) should not use any r emote backup program. Customers with less than 1 Gbyte of disk who alr eady have a backup scheme will benefit most fr om ease of fr equent backups and ease of r estor e. Customers with dif ficult r equir ements (e.g., staging backups to empty partitions for a day , then backing up the partitions) may find Online: Backup to be inappr opriate for their needs.

Conclusion

Automatic execution and sequencing of backups coupled with a r udimentary tape management system dramatically eases the operations load of performing backups. This paper describes a system that can fr ee operators almost entir ely from the daily backup bur den and considerably ease the bur den of file restoration.

A White Paper

Online: Backup

The Next Step in Backup and Restore Technology

© 1992 by Sun Micr osystems, Inc.—Printed in USA. 2550 Garcia Avenue, Mountain V iew, California 94043-1 100

All rights r eserved. No part of this work cover ed by copyright may be r eproduced in any form or by any means—graphic, electr onic or mechanical, including photocopying, recording, taping, or storage in an information r etrieval system— without prior written permission of the copyright owner .

Portions of this paper wer e previously published in the pr oceedings of Sun User Gr oup, United Kingdom (SUG UK), 1991.

The OPEN LOOK and the Sun Graphical User Interfaces wer e developed by Sun Microsystems, Inc. for its users and licensees. Sun acknowledges the pioneering ef forts of Xerox in resear ching and developing the concept of visual or graphical user interfaces for the computer industry . Sun holds a non-exclusive license fr om Xerox to the Xer ox Graphical User Interface, which license also covers Sun’s licensees.

RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosur e by the government is subject to r estrictions as set forth in subparagraph (c)(1)(ii) of the Rights in T echnical Data and Computer Softwar e clause at DF ARS 252.227-7013 (October 1988) and F AR 52.227-19 (June 1987).

The pr oduct described in this manual may be pr otected by one or mor e U.S. patents, foreign patents, and/or pending applications.

TRADEMARKS

Sun Micr osystems, the Sun Logo, NFS, NeWS and SunLink ar e register ed trademarks, and Sun, SunSoft, the SunSoft Logo, Solaris, SunOS, AnswerBook, Catalyst, CDW are, Copilot, DeskSet, Link Manager , Online: DiskSuite, ONC, OpenW indows, SHIELD, SunV iew, ToolTalk and XV iew ar e trademarks of Sun Micr osystems, Inc., licensed to SunSoft, Inc., a Sun Micr osystems company . SPARC is a r egister ed trademark of SP ARC International, Inc. SPARCstation is a trademark of SP ARC International, Inc., licensed exclusively to Sun Microsystems, Inc. Pr oducts bearing SP ARC trademarks ar e based upon an ar chitectur e developed by Sun Micr osystems, Inc. UNIX and OPEN LOOK ar e register ed trademarks of UNIX System Laboratories, Inc. X W indow System is a pr oduct of the Massachusetts Institute of T echnology .

All other pr oducts r eferred to in this document ar e identified by the trademarks of the companies who market those pr oducts.

ii SunSoft

The Next Step in Backup and Restore Technology iii

TableofContents

Introduction 1

An Analysis of the Requirements 2

The Next Step — Online: Backup 7

Online: Backup Limitations 13

Conclusion 13

iv SunSoft

SunSoft, Inc. 2550 Garcia Avenue Mountain V iew, CA 94043

For mor e information, call 1 800 227-9227.

Printed in USA 10/92 92266-001